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Introduction

The GRASP Setup Guide is a document that stems from the non-trivial task of setting up
the GRASP website on a server. The following will document all of the procedures that
need to be taken to setup the GRASP system to be used for production. This document
will detail all of the software installation that must occur, all of the hardware and
software settings that need to be changed, and finally how to migrate the GRASP website
from one server to another so that the system may function as expected.

This document will follow a time series progression, meaning that all directions will be in
the order that they should be completed. It is recommended that one not move on to
another step until all previous steps are completed.



Step One: Initial File Transfer and Directory Setup

This section will step through the initial phase of GRASP installation onto the server. In
order to begin the installation, begin by inserting the GRASP CD-ROM into your
computer and browse to its root directory. Once you locate the files, begin by copying
the “GRASP” and “GRASP Database” directories from the CD onto your local computer.

Copy necessary files onto the local machine
1.1. Create a directory for GRASP Files
Recommend a directory on the hard drive called C:\GRASP
1.2. Create a directory for the GRASP Database

IMPORTANT:
This must be outside of the general GRASP folder.
Recommend a directory on the hard drive called C:\GRASP Database

== | ocal Disk (C:)

File Edit Wiew Favorites Tools  Help ;ﬂ'

Q Back - 2 ﬂ' 7 ! Search Folders E\v

Address |<ee C1Y v a Go
S

/,! Docurients and Settings
,/! GRASP
’J GRASP Database

Figure 1: Example Setup of Directory Structure

bl

1.3. Navigate to the installation CD on your server.
1.3.1. Copy all of the necessary files from the GRASP folder into the correlating
directory on the local machine
1.3.2. Copy all of the necessary files from the GRASP Database folder into its
respective directory.

IMPORTANT:
Based on the location of the database, this transfer can involve file movements.
Please pay attention to the directory path to the location where the files are stored.




Step Two: Modifying Files to Correct Directory Structure

A few of the files need to be modified manually to reflect system properties.

2.1 This step is only required if in Step One you chose a different directory structure than
recommended (C:\GRASP and C:\GRASP Database). Once all of the files are
copied, there are several files that need to have their directory structure updated:
global.asa, DatabasePath.asp, DownloadTranslator.vbs, and UploadTranslator.vbs

Change global.asa to reflect proper directory structure
2.1.1. Eleven file paths must be changed to whatever directory structure the user
has chosen.

@9 Microsoft Development Environment [design] - global.asa

Ele Edit Wiew Debug Table Took  Window Help

- EEHE Y a- - c B EE T
HEH o BE%b.se 555 4% %%

global.asa | b x|
[ Client Objects & Events | |tvo Events) - =

ILI_ il

'Path to datafolder (where the tabular data Tiles are kept)
Application("PathToDataFolder™ = 'ENTER PATH TO DATAFOLDER HERE (for example "C: \GRASPYDatal

'Path to folder where GIS Layers are kept
Application ["PathToGIS_Layers”™) = 'ENTER PATE TO GIS LAYERS HERE (for exemple "C:\GRASP)datal

'To Zip the files, need to repeat the previous pacth with forward slashes

Application("PathToGIS_Layers2™) = 'ENTER PATH TO SECOMD GIS LAYERS HERE (for exampls "C:4GRI
'Path to folder of uploaded shape files
Application("PathToUploadedihapeFiles")= 'ENTER PATH TO UPLOADED SHAPE FILES HERE (for exsamp.

'Path to folder of uploaded tabular files
Application("PathToUploadedTalbularFiles")= 'ENTER PATH TO UPLOADED TABULALR FILES HERE (for =y

'Path to folder of uploaded shape files that have heen Translated
Application ("PathToTranslatedShapeFiles")= 'ENTER PATH TO TRANSLATED SHAPE FILES HERE (for e

'URL to get to webpage
Application ("URLpath")='ENTER URL FOR WEEBPAGE HERE [for example "http://eapli”

'URL to get to secure wehpage

Application ["SecureURLpath") = 'ENTER URL ToO SECURE UEBPAGE HERE (for example "http://caplz™
'Fath to Location of FME Log File
Application("FMELogFilePath") = 'ENTER FPATH TO FHE LOG FILE HERE (for example "C:YGRASEYFMELc
[l | »
Ready Ln 40 Col 17 ch 17 N5

Figure 2: File path changes that need to be made to global.asa file

2.1.2. Also, near the bottom of the document, the variable GRASPAdminEmail
can be set to the administrative email account for managing the system

20 Microsoft Development Environment [design] - global.asa

Ele Edt Miew Debug Table Tools ‘Window  Help

- P = = A=l &- - | - |G E T E .
B an | F b a 1 6% %% o
global.asa | EE
| Client Dbjects & Events ~| o Events) = ==
Session ("FName™) ="" ‘Tser first n=ame zl
Session("OrgID'™)=""
Session("UserType")= "" 'UserType 1 is admin, 0 is researcher

Session("UploadFilem)=r" ' Temp wariable that stores name of uplosded files

GraspidminEmsil’™) ='ENTER EMAIL ADDRESS OF ADMIN HERE (for example "graspadminBvirginis.edu™

Session("MyCurrentBriefoase™) = "0 _lj
A »

Ready Ln 86 ol 1 Zhi INS

Figure 3: Admin email account change



Change DatabasePath.asp to reflect proper directory structure

2.1.3 Update the .asp file to reflect the proper directory structure. If the new
machines directory structure is the same as the recommended setup, no
changes are necessary.

& Microsoft FrontPage - C:\GRASP\DataBasePath.asp |:||§|r5__<|
File Edit ‘Wew Insert Format Tools Table Frames Window Help -

D'@'nﬁ '%Q ‘ D‘{a) @.

Application|"PathToDatabase™) = 'ENTER PATH TO DATABASE HERE (for example "C:%\GRASP Database'\GRASP Database.mdh™
o
Foldersﬂ C3Marmal |EIHTML | 24 Preview |< | | >|
Line 3, Column 113 A =0 seconds over 28.8
—— =

Figure 4: Database Path that must be changed on DatabasePath.asp



Change DownloadTranslator.vbs to reflect proper directory structure

2.1.4 Three file paths must be changed to whatever directory structure the user
has chosen. Also, the email address of the site Administrator must be
changed.

@2 Microsoft Development Environment [design] - DownloadTranslator. vbs* |Z||E‘rz|

File Edt ‘Wew Debug Table Tools Window Help
&~ ZEE fBER - &~ + gl outputForm v B E R E.
H[E ab | El By i a2 A% % % .

global.aza | global.zsa  DownloadTranslator.vbs*® ‘ UploadTranslator vbs®

If (objFS.FileExists("C:%GRASPY TranslationOccuring.txt™) ) =false Then

'msghox ("Here™)

DIN XMLCode, sourceFile, xChj, rootlNode, newlode, currentNode, contents(58999), root, name(95999), directory(9999)
root = 'ENTER ROOT PATH HERE (for exsample "C:'\ GRASF™)

PathtoDatabase = 'ENTER FATH TO ACCESS DATABASE HERE (for example "C:)\GRLSP Dat,abase\GRASP_Dat,abasE.md.b"
URLPath = 'ENTER URL FOR WEEPAGE HERE (for example "http://capl2"™ or "htop://128.143.5.28/™

GRASPEmail = 'EMTER EMAIL ADDRESS OF ADMIMN HERE (for example "graspadmin@virginia.edu"”

set conn=CreateChject ("ADODE.Connection®)
conn. Provider="Microsofr.Jec.OLEDE. 4.0
conn.Open PathtoDatabhase

-
1 | »

Item{s) Saved Ln 217 ol 61 Ch4a NS

Figure 5: Changes that need to be made in DownloadTranslator.vbs

2.1.5 Additionally, the path to the ogr2ogr file must be changed to the correct
directory structure.

File Edt ‘Wew Debug Table Tools ‘Window Help
- EEHE L 2R o 8- - [ outputForm - B R
HE ab| B R b s A% % % [E
global.asa | global.zsa  DownloadTranslator.vbs® ‘ UploadTranslator vbs® q4p x
‘msghnx(""C:\DpEnEv_fm\hln\DngDgr -f " & chri34] & TranslateFormat & chr(34) & " " & chri34) & ThEFij
'Must specify the directory location of ogrZogr
app3hell.Run "4 =R AN sk kAN e s padulepll —T " & chri34) & TranslateFormat & chri34) & "™ "™ & chri
..
'meghox (fwaic™)
Else
—
ob]FS.CopyFile OneFileToTran=late, DestinationPath & CurrentFileNawme & ".gml™, true
End If -
‘ | »
Item(s) Saved Ln 217 Col 61 Ch4a S

Figure 6: ogr2ogr directory path change to DownloadTranslator.vbs



Change UploadTranslator.vbs to reflect proper directory structure

2.1.6 In Step 1 of the UploadTranslator.vbs, three file paths must be changed to
whatever directory structure the user has chosen. The changes are seen in
the figures below

@9 Microsoft Development Environment [design] - UploadTranslator. vbs*

File Edt Wiew Debug Table Tools ‘Window Help

g~ EEHE i B@E - - v [ outputForm - B ERE

I ah B &b ae £ £ % % % [0 .

global.asa | global.asa | DownloadTranslator wbs  UploadTranslator.vbs® 4 b ®
Function TranslateMNewFiles () "
gy 1

Set objF3 = CreateCbhbject ("Scripting.File3ystemChiject™)

If (obiF3.FileExists("C:%WGRASPY TranslationOcouring. txt™) )=false Then
dim TranslateEey, TranslateExt, UploadStateNamwe, UploadCountyMame, UploadCategory, UploadFile, UploadDir

PathtoDatabase = 'ENTER PATH TO ACCESS DATABASE HERE (for example "C:)\GRASP Databasel GRASP Datshase.mdb”
PathtolUploadedShapeFiles = 'ENTER PATH TO UPLOADED JIHAPE FILES HERE [for example "C:%GRASPY UploadedShape!
. . hd
4 | 3
Ikem(s) Saved Ln 145 Col 65 Chse NS

Figure 7: Directory structure changes: PathtoDatabase and PathtoUploadedShapeFiles

P

@9 Microsoft Development Environment [design] - UploadTranslator.vbs™ |Z”E|El

File Edit YWiew Debug Table Tools ‘Window Help

@~ =EE % By - 8- - @ outputForm - YR,
Ellab B % s E£E 6% %% -
global asa | global.asa | DownloadTranslskor,vbs  UploadTranslator.vbs™ 4 x
=l
'Jecting the location of where the files are to be uploaded replace {root, "/","")
—
root = 'ENTER ROOT PATH HERE [for example "C:)GRALSP")

UploadbirState = root & "idaca\GIS_Layersi" & UploadStatelawe & ™y"
UploadbirCounty = root & "idataiGIS_Layers\" & Upload3tateMame & "." & UploadCountyName &7
Uploadbir = root & "™dataiGIS Layers\"” & UploadStateMName & "' & UploadCountyMName &™\" & UploadCategory

-
‘ | 3

Item(s) Saved Ln 66 Col 13 ché M5

Figure 8: Directory structure changes: root

2.1.7 In Step 2 of UploadTranslator.vbs, the directory location of the file
ogr2ogr must be specified. This is the executable file that does the
translating.



@2 Microsoft Development Environment [design] - UploadTranslator. vhs*

File Edt ‘Wew Debug Table Tools Window Help

@v =Ea % B K7 - v + gl outputForm v@@%ﬂ‘v,

[ENEETN R Ry A% [

global. asa | global asa | DownloadTranslator.wbs  UploadTranslator.wbs® 4 =
" e 3

Dim app3hell
set app3hell = CreateChject ("Wicript.shell™)

et obiF3 = CreateCbject ("3cripting.File3ystemlbject™)
If TranslateKey <> " And TranslateKey <> "GHMLZ"™ Then
'dim entirepath

'entirepath = UploadDir & UploadFile & ".gml "

'Must specify the directory location of od:

fuhin —-f GHML """ g UploadDir & UploadFile & ".gml"™" "™ & PathtoUploa

appShell.Runi"C yopenev fwibin)og r —f GML """ & UploadDir &£ UploadFile & ".gml™™ " & Patht
T A
‘ | _'I_“

Item(s) Saved I | Ln 103 Col 120 ch 108 | |ms /J

Figure 9: ogr2ogr directory path change to UploadTranslator.vbs

2.1.8 In Step 4 of UploadTranslator.vbs, the directory location of the application
“msxsl” must be specified. This is the application that translates to SVG.

@% Microsoft Development Environment [design] - UploadTranslator. vbs*

File Edt ‘Wew Debug Table Tools tWindow Help
&~ EEHE % e - & - ~  [# outputForm - BEERE
HE ab | B R b e A% % .

alohal.asa | alobal.asa | DowrloadTranslstor vbs  UploadTranslator.vhs* qap %

R j

C L S E g

e 'Translating to VG i

ap hell.Buni™ 1 ™ £ chr(34) £ Up ir £ Tp dFile &
O AR
-
‘ | »
Itern(s) Saved Il || tn 179 ol 174 ch 165 Il ||1NS\A

Figure 10: msxsl application directory path change to UploadTranslator.vbs



2.2 Two files need to be changed to reflect the domain name or IP address of the
server running the website: United States.js and State_maps.js. If the
recommended directory structure was used, these files can be found in the
following file paths:

C:\GRASP\data\United_States.|s
C:\GRASP\data\State_maps\State_maps.js

2.2.1 For both files, within the function NewWin, change the web address to the
correct domain or IP address.

@9 Microsoft Development Environment [design] - State_maps. js

File Edit ‘Yew Debug Table Tools ‘Window Help l

i~ = X B = ~ | # outputForm - BT

E L an B % s 45| 6% % %[0

5tate_maps.is| 4 b X
function Newlin(targetURL) Z'

{
lopation. href= (' |ASSHEEE-TaRE
}

broyse_county.asp?id='+targetURL) ;

function Triplei(id)

1
textid.sechataid) ; J
avygOb]j = svgMainboc.getElementById(id)
avgityle = avglbj.get3cyle():
svgsitvyle.setProperty('fill-opacity' ,'0.5')1;
-
f

« |

Ready Ln 30 Col 29 Chzg IMS

Figure 11: Changing State_maps.js and United_States.js

to reflect the correct IP address or domain name



Summary of changes that needed according to the user chosen directory structure:

Variahles to he modified in glohal.asa during GRASF Installation

VVanable Mame Description Exarmpls
PathToRoot Directory path to root GRASF file CAGRASP
PathToMetaData Directory path to metadata file CAGRASPnetadata
PathToDatabase Directory path to GRASF database CAGRASP DatabasenGRASP_Database mdh
PathToDataFolder Directory path to the DataFolder CAGRASPDataF older

PathToGIS_Layers

Directory path file storing G1S layers

CAGRASPlatal\G15_Layers

PathToGIS_Layers?

Directory path to second file storing G15 layers

CAGRASPatal\515_Layers

PathToUploadedShapeFiles

Directory path fle storing uploaded shape fles

CAGRASPUploaded ShapeFiles

PathToUploadedTabularFiles

Directory path file storing uploaded tabular fles

CAGRASPUploaded Tabular Files

PathToTranslated ShapeFiles

Directory path file storing transiated files

CAGRASPUploaded ShapeFilesi Transiated Files

URL Path

URL1D iiehpage

hitpy-igrasp. sy wirginia e

SecureURL Path

URL i1 Secure Wabpage

hitps - Jigrasp sys. virginia.edu

FHELogFilePath

MEED T CHAMGE

GraspAdmin Email

Email Address of GRASP Administrator

graspadmin@irginia edu

Variahles to he modified in DataBasePath.asp during GRASE Installation

Yarizble Mate

Descrption

Exarmple

PathToDatabase

| Directory path to GRASP database

CAGREASP DatabaselGRASP _Datatase mib

Variahles to he modified in Download Translatorahs during GRASP Installation

Vanabla Mame Description Exarmples
root Directory path to root GRASF fle CIAGRASP
Pathto Database Directory path to GRASP database CAGRASP DatabaselGRASP_Database.mdb
URL Path URL to Webpage bt Mgrasp.sys virginia.edu
GraspAdmin Email Emiail Address of GRASP Administator graspadmingivirginia.edu
Path to ogr2ogr.exg The path to the ogrzogr executable file CAGRASPopeney_fiatbimogr2ogr

Variahles to he modified in UploadTranslatorahs during GRASP Installation

Variable Mame

Descrintion

Exampile

PathtoDatabase

Directory path to GRASP database

CAGRASP Databasel\GRASP_Datahase.mdb

PathtoUploaded ShapeFiles

Directory path file storing uploaded shape files

CAGRASP\Uploaded ShapeFiles

root Directory path to root GRASP file CIAGRASP
Path to ogr2ogr.exe The path 1o the ogrzogr executable fle CAGRASPopeney_fubiniogr2ogr
Path to msxsl application The path 1o the msxsl application CAGRASPnsxs!

Figure 12: Summary of Changes to global.asa, DataBasePath.asp, DownloadTranslator.vbs, and
UploadTranslator.vbs files




Step Three: Initializing and Managing Internet Information Services

This step will help to setup and manage the GRASP website from the local machine.

IMPORTANT: Verify Internet Information Services (11S) is installed
YES: Proceed to Step 2.1
NO: Install 1S for your Windows based Operating System

3.1 Open Internet Information Services

£ Internet Information Services EIE'E'
Fle Action View Help
+ = @[ ] =
125 trternet Information Services Description State Host Header Name | IP Address Port
= ) CAP1Z (local computer) Y s . p— w ||

-1 Web Sites
) % Defaulk SMTP Virkual Server

Figure 13: Microsoft 11S Interface

3.2 Select Web Sites

3.3 Right click on Default Website and Select the Properties option

3.4 Within Properties: Select Home Directory Tab
3.4.1 Select “Content should come from a directory located on this computer”
3.4.2 Input local directory path to GRASP folder. (example C:\GRASP)

cap12.sys.virginia.edu Properties

Directory Security HTTF Headers Cuztom Emars
'weh Site ISAP! Filters Home Directary Documents
When connecting to this resource, the content should come from:
@& duectory Incated on His computes
() & share located on another computer
(O & redirection to a URL
Local Path: CAGRASP
[ Sciipt source access Log wisits
Read Index this resource
[Twrite
[ Directory browsing
Application Settings
Application name: GRASP
Starting paint; <capl 2. sys. virginia, edu>
Configuration. ..
Execute Permissions: Scripts anly w
Application Protection: | Medium [Poaoled] v

Figure 14: Home Directory Screen
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3.5 Within Properties: Select Web Site tab
3.5.1 Change Description to an explanatory title. This step is optional; however
the user may find it to be beneficial. (Recommend the site URL)
3.5.2 Assign the computer’s IP address and TCP/SSL Port.
3.5.2.1 Assign local IP, but keep option to “(All Unassigned)”
3.5.2.2 Recommend TCP Port: 80
3.5.2.3 Recommend SSL Port: 443

cap 2.sys.virginia.edu Properties

Directary Security HTTP Headers Custorn Emrors
wieb Site 1S4P] Filkers Hame Directary Documents

“wieb Site |dentification

Drescription:

jcapi 2. 5ps. virginia. edu
P Addhess &4 Unassigned] v
TCP Part: a0 G5L Port 443
Connections
Connection Timeout: 900| zeconds

HTTP Keep-alives Enabled

Enable Logging

Active log farmat:

‘WL Extended Log File Format -

Figure 15: Web Site Screen

3.6 Within Properties: Select Documents Tab
3.6.1 Add Index.asp document
3.6.2 Use the Up arrow to move it to the top of the list

Default Web Site Properties E|E|
Directory S ecurity HTTP Headers Custom Errors
Web Site IS&PI Filkers Home Directory Documents
Add..
Default. asp
indes. htm Remave
m nigstart. asp
[] Enable Document Footer

Figure 16: Documents Screen

3.6.3 At this point the user should be able to access the website and it should be
navigable

11



IMPORTANT: Make sure the 11S web server is not restricting the size of ASP
uploads. 1S 6 (Windows Server 2003) has a limit of 200 KB for ASP requests in

general and file uploads in particular

3.7 To remove this limitation in 1S 6 you need to edit the Metabase file, which can
be found at c:\Windows\System32\Inetsrv\MetaBase.xml.

3.7.1 Goto IIS and right click the server
3.7.2 Select Properties, and check the box "Allow changes to MetaBase

configuration while 1IS is running"
3.7.2.1 If after this step the metabase file is still locked, try turning off IIS or

even restarting the machine in safe mode;

3.7.3 Open the file in an editor
3.7.3.1 The variable AspMaxRequestEntityAllowed limits the number of
bytes in the page request (by default 200KB); change the value to

1073741824 (unlimited) or to a limit of your choice

3.7.3.2 Check whether the same variable shows up in other places in the file.

12



Step Four: Installation of 3" Party Software

This step will help you install and setup the necessary 3 party software needed to run
GRASP.

IMPORTANT:
Navigate to “ASP Components Install Files” directory within the GRASP directory
copied in Step One.

4.1 Run the executable files contained in this file separately.
4.1.1 Install AspEasyZip. Follow on screen instructions for install and accept
all default settings. This program allows for zipping and unzipping of
uploaded and downloaded files.

& ASP Components Install Files g@g|
Iy
L]

File Edit ‘iew Fawvorites Tools Help

>

O Back - > ir f-'- ) Search Folders

fddress |0 CAGRASPYASP Components Install Files | Go
~

(5
3

Zipsetup.exe

Figure 17: ASP Components Install Files

4.2 These executable files can also be accessed on the World Wide Web at:
4.2.1 Download and install AspEasyZip from:
http://www.mitdata.com/AspEasy/zipsetup.exe (zipsetup)

4.3 Navigate to the XZip folder in the directory structure created in Step One. If it
was left as recommended, the path is C:\GRASP\XZip
4.3.1 Within this folder is a batch file called Registering XZip.bat
4.3.2 Right click and select Edit
4.3.3 Input the correct directory structure to find XZip.dll
(**It should be read as follows “regsvr32 C:\GRASP\XZip\XZip.dlI”")

4.4 The most recent SVG Viewer must also be installed from the Internet in order to
use a computer to view the website pages effectively
4.4.1 This can be downloaded at
http://www.adobe.com/svg/viewer/install/main.html

13



4.5 In order for the upload translator to work correctly the class of zip functions needs
to be added to the java directory
4.5.1 Locate the file ZipFunctions.class in the GRASP directory. This file needs
to be moved to C:\Windows\java\trustlib directory

14



Step Five: Configuring Directory Security to Grant Write Permissions

5

This step helps to configure the directory security by managing the permissions
granted on the server. There are two places on the server where “write” permissions
must be given to the internet user: the GRASP_Database.mdb (for when users
register for projects, etc.) and the writexsl.asp page. In order to accomplish this

several steps must be taken.

5.1 Right click on the directory where the GRASP Database is located (this directory

was created in Step One).
5.2 Select Properties

5.3 Within GRASP Database Properties, select the Security Tab

5.4 Add a new user to the group titled “Computer Device Name\lUSR_Computer

Device Name”
54.1

GRASP Database Properties EI@I

General | Sharing | Security | web Sharing || Customize

Group or uger names:

ﬁ Administratars [CAPT2%\Administrators)
ﬂ Brian Smith [bjs5w@sys, virginia, edu)

€7 CREATOR OWNER

€5 SvSTEM

b4 Users (CAP1 24 sers)

[ agd.

) (Eonore

Pemnizzions for Users Allaw Deny

Full Control F
Modify O
Read & Execute

List Folder Contents

Read

Wwite F

el e e e

For special permissions or for advanced settings.
click Advanced. —

L

OOoOoooO

b

[ Ok l[ Cancel ]

Figure 18: Security Tab within Properties

GRASP system is being setup.

“Computer Device Name” is the name of the computer on which the

5.4.2 An example is shown below where the computer name is CAP12 and the
name of the Website chosen in step 2.5.1 is CAP12:

“CAP12\IUSR_CAP12”
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Select Users, Computers, or Groups |E|r5__<‘

Select this object type:

‘Users, Groups, or Buit-in security principals | [ Ohiject Types ]

Erom this location:

‘sys.virginia.edu |[ Locations. . ]

Enter the object names to select [examples]:

CaP12yUSR_CaP1d LCheck Mames

Figure 19: Creation of a new user

5.4.3 Allow write permissions for this new user.

GRASP Database Properties |E| E‘

Gieneral | Sharing| Seeuily | Web Sharing | Customizs

EIDLID or Ugel names:

€5 Administiators [CAF1 2 dministators]
ﬁ Brian Smith [bisSwFsps. virginia. edul
€5 CREATOR DWwWNER

€7 SYSTEM

Pemizzions for Users Allow Deny
Full Control O 0o =
Modify F F
Fiead & Execute F
List Folder Contents F
Read ]
Wite 0
€ il Drsmmimienen o

For special pemissions or for advanced settings,
click Advanced. —

[ ok J[ cancel | [ ek |

Figure 20: Granting Write Permissions for the new user

5.5 Repeat steps 4.1 — 4.4 for the writexsl.asp page which can be found under the
Data subdirectory within the GRASP directory created in Step One
(C:\GRASP\data)

B

File Edit VWiew Favorites Tools Help i

@Back @ J lﬁ /I__\J Search | Folders v

v| Go
A

Address [0 CiyERASPdata

>

File and Folder Tasks . #

Iﬂﬂ Rename this file
ﬁ Maove this file
D Copy this file

&3 Publish this file to the
Web

Figure 21: Locating the writexsl.asp file

IMPORTANT:
These steps must be taken for each directory or you will receive an error on the
website that says that write permissions are not allowed.
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Step Six: Installation of SSL Security for the Website

**|f you are already in possession of an SSL certificate, you may not need to undertake
this step.

This step breaks down the steps for installing SSL security for the website

6.1 Requesting a Certificate
6.1.1 Open Internet Information Services (11S) from Control
Panel/Administrative Tools
6.1.2 Right click on the website created in Step Two
6.1.3 Select Properties

*£ Internet Information Services

File  Action Wiew Help

o AEEFDE @

I% Internet Information Services
= g CaP1Z2 {local computer)
—1-(Z1 web Sites
.. Mcapl2 syvs. virginia. edy
+ 2% Default SMTP Yirtual Serve

D

caplz.sys.vao.

Explore
Dpen
Erowse

Stop
Pause

Mewy 3
Al Tasks  »

Rename
Refresh

Properties

Help
Opens property sheet For the current seecommr—————-"

Figure 22: Locating the Properties of the website

6.1.4 Select the tab at the top labeled Directory Security
6.1.5 Under the section labeled Secure Communications, Click the Server
Certificate button.
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capl2.sys.virginia.edu Properties E]@

‘w'eb Site 1SAP Filters Horme Directary Documents
Directary Security HTTP Headers Custom Errars

Anonymouz access and authentication control

Enable anonymous access and edit the
w authentication methods for this resounce.

IP addrezs and domain name restrictions

®

Secure communications

Require secure communications and ———————
enable client certificates when this Server Certificate...

resource is accessed, - —
ok [ cores ]

Figure 23: Locating the Server Certificate button under Directory Security

6.1.6 This opens a window that allows you to request a server certificate from a
certificate authority. The wizard will take you through the steps and at the
end will generate a file that you will need to submit to a certificate
authority. Remember where the file is saved.

Welcome to the Wehb Server Certificate Wizard. @

Welcome to the Web Server
Cernrificate Wizard

Thig wizard helps you create and administer server
certificates used in secure Web communications
between your zerver and a client.

Status of pour Web Server:

You have a certificate installed for the selectad
server. Certificate Wizard will help you to manage
thiz certificate.

To continue, click Next,

[ Mext> |[ Cancel

Figure 24: The Web Server Certificate Wizard

6.1.7 Now, you must apply for an SSL certificate from a Certificate Authority
(CA).
6.1.7.1 We have traditionally used FreeSSL.com. In order to use this
company, you will be asked to provide them with the data in the file
saved in Step 5.1.6.
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6.1.7.2 When you are finished, they will provide you with an email back that

will contain code similar to that in certreq.txt that you will use. Keep
this code.

6.2 Installing a Certificate

6.2.1
6.2.2
6.2.3
6.2.4
6.2.5

6.2.6

Open IIS from Control Panel/Administrative Tools

Right click on the website created in Step Two

Select Properties

Select the tab at the top labeled Directory Security

Under the section labeled Secure Communications, Click the Server
Certificate button.

This will now walk you through the same Web Server Certificate Wizard
as in Step 5.1, which will allow the new certificate received from the CA
to be installed. Follow the on-screen guide to install the certificate.
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Step Seven: Scheduling Upload and Download Tasks to Run

This step effectively automates the task of performing the actual uploading and
downloading files to and from GRASP. Using the user interface on the website, the user
will be able to choose the files for upload or download, but the translation is done in the
background using these scheduled tasks. It is up to the administrator of GRASP to
determine how often the tasks need to be run.

7.1 To schedule a new task open Start/Programs/Accessories/Systems
Tools/Scheduled Tasks

7.2 Double-click Add Scheduled Task.

7.3 Follow the instructions in the Scheduled Task Wizard. When asked to “click the
program you want Windows to run”, Select Browse.

Scheduled Task Wizard ]
Elick the program pou want Windows to mn.
To zee more programs, click Browse.

Application Wersion ”~
@ i coessibility Wizard | 512600218,
&L.-'l‘-.c:mbat Agsistant 5.0.0.0
[E 2crobat Distiller 5.0 5.0.000
q.&ctivate Froduct

LA Address Book E.00.2300.27...

E 2dobe Acrobat 5.0 5.0.0.200103..

8 .~ . . ... . 4

Figure 25: Browse window for Scheduled Task

7.4 Navigate to the GRASP directory created in Step One. Select
UploadTranslator.vbs
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Select Program to Schedule

Look in: | () GRASP

v| Q & -

@ uploadtestl . asp
uploadtestz, asp

&

My Fecent @ uploadtest.asp
Documents EAd UploadTranslator. vbs
= @ 15_search.asp
[ ﬂjvalidate.html
Desktop wiew_briefcase. asp

@ ViewDescription. asp
YigwDownloads, asp
@ visibors,asp
whichcounty. asp
wiritessl, asp
wirongFileUpload. asp
@ “MLTesting, asp

&

ky Documents

@

@ zip_briefrase.asp
zip_briefcase_full. asp

@ zip_briefrase_fullview, asp
ZipLayers.asp

Igj ziptest2, asp bzt
ziptest3.asp

ziptest,asp
:éjziptest.html

| %] =zip.di
My Cormputer
< E
.% File name: |L||:u||:uadT ranzlator. vbs W | [ Open ]
My Metwaork. | Files of lype: | Programs w | [ Cancel ]

Figure 26: Scheduling UploadTranslator to be Run

7.5 Follow the Scheduled Task Wizard to set up specific time details about how often
and when to run the specified task. Select Finish when complete.

7.6 Repeat steps 6.1-6.5 for the script file DownloadTranslator.vbs also found under

the GRASP directory created in Step One.
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